
International Energy Journal: Vol. 6, No. 1, Part 2, June 2005 2-83

The Study and Development of SCADA System
Using Artificial Intelligence Technique

P. Rattanakumpon and P. Prisuwanna
Electrical Engineering Department,

King Mongkut’s Institute of Technology Ladkrabang, Bangkok
THAILAND

ABSTRACT

This paper concerned the study and development of Supervisory Control and Data
Acquisition (SCADA) system for the monitoring of PID process control, in view of the fuzziness and
the uncertainty of SCADA in fault-diagnosis and parameter-error.  The tested model, in this case,
was meant to be an educational-type boiler system, temperature and level sensors attached to the
boiler.  Involved in the development of a digital-data-transfer technique between a PC and PLCs,using
Ethernet (TCP/IP Protocol) in communication. The SCADA system provided the procedure for
monitoring and improving the uncertainty of the control loop via recalibrating the parameters.  The
uncertainty of the control loop was normally caused by the changes of system dynamics such as
inrush in/out flow of the fluid or the rapid changes of setting temperature.   Although many PLCs
have tuning procedures for these parameters adjustment, PLCs still need someone to tell them when
to tune.  The PC acquired PLCs’ data line analyzing the logic relations of each signal concurrently.
In addition, increase the efficiency and precision of control system for PLCs has not a fuzzy logic
module.

1. INTRODUCTION

The control of large, complicated engineered systems such as electric power grids,
transportation system ,and manufacturing systems is increasingly being accomplished using
sophisticated supervisory control and data acquisition (SCADA) systems. Modern SCADA systems
typically posses a hierarchical structure characterized by continuous dynamics at the lower levels and
logical decision-making at the upper levels. To a large degree it is this combination of continuous and
logical components which makes possible the successful control of complex and/or poorly understood
plants; however, this “hybrid” structure also makes the analysis and synthesis of SCADA systems
very challenging.

The security of SCADA systems is recognized to be a critical national (and international)
concern. An important component of any comprehensive SCADA system security program is the
accurately and reliably assess the capability to accurately and reliably assess the vulnerability of
these systems to various types of failures. It can be demonstrated that in order to assess vulnerability
in a rigorous and complete manner it is necessary to be able to develop an accurate quantitative model
for the system using measured data [1]. It should be noted that this capability is also essential for a
wide range of other applications. In many applications it is often reasonable to assume that the basic
structural features of the system model can be determined a priori, for instance from considerations
regarding the relevant physics or the underlying supervisor logic. Once this basic structural form has
been deduced the task of constructing a mathematical representation of the system becomes one of
parametric system identification, in which the values of (suitably defined) parameters in the model are
determined using measurements of inputs and outputs.
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